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e Traditional adversarial attack studies on discrete EHR relied on perturbation

Results

Table 1: Baseline comparison for MAE and c-index in various cases.
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Figure 5: Frequency of adversarial attacks on Diagnosis Codes.
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Greedy EHR Adversarial Attack

provide counterfactual insights into the clinical interpretation of model predic-
tions. In this work, we introduce SurvAttack, a black-box adversarial attack
framework leveraging clinically compatible and semantically consistent sub-

domain knowledge and statistical information, ensuring seamless alignment
of any added code with the clinical semantic context. Also, we designed a

semantic similarity function (SSF') leveraging a SOTA ontology-aware Attacked Frequency (drug codes)
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of survival analysis, dynamically using the defined greedy adversarial pertur-

Preliminary of Survival Analysis
bation to disrupt the ranking ability of the SA model.

constraints prevent further modifications.

Dynamic SA-specific Attack (DSA) Strategy

Figure 6: Frequency of adversarial attacks on drug codes.

Survival models aim to estimate the survival function S(t|V) = Py (7t > t)
that represents the probability that an individual will survive beyond a specific
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